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Lecture Objectives

In this lecture, we will discuss:
Web platforms: attacks and

solutions in PHP, and ASP.NET | Microsf
SQL Server
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Most common types of ASP.NET attack

1. Security Misconfiguration (Error Handling Must Setup Custom Error

Page)

* In this kind of attack, the attacker intercepts form data submitted by
the end-user, changes its values and sends the modified data to the

server. When the validations display errors, a lot of information on
the server is subsequently revealed.

https://www.business2community.com/cybersecurity/9-ways-
hackers-exploit-asp-net-and-how-to-prevent-them-02353604
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* Microsoft recognized this threat and we now have something
called AntiForgeryToken to prevent similar attacks.
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3. CSS

Attacker add malicious scripts in comment

box which is saved in database
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g 4. Malicious File Upload
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haven’t looked at file uploads. Attackers can change file extensions (tuto.exe to
tuto.jpeg, for example) and the malicious script can be uploaded as an image file.

* It is easy to get duped this way. The lesson here for developers is to remain alert
to file extensions at all times.
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* Version information can be used by an attacker to help plan their next
move. Whenever a browser sends an HTTP request to the server, in
response we get a response header which contains all of the server
information:

» “X-AspNet-Version” shows information on which specific Asp.Net
Version Used.

e “X-AspNet Mvc-Version” shows information on which ASP.NET MVC
version Used.

* “X-Powered-By” shows information on which framework your website =
IS running on. 4
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* 6. SQL Injection Attack

md  » An SQL injection attack is one of the most dangerous attacks, ranked
first in a list of the top ten vulnerabilities as outlined by OWASP2013
[Open Web Application Security Project]. An SQL injection attack can
give valuable data to the attacker that can lead to a big security
breach and can also grant full access to the database server.

7. Sensitive Data Exposure

* All websites and applications have a database in which everything is
stored, including user data like passwords, PAN numbers, credit card
information etc. While encryption of all of this data is possible, we
tend to only encrypt passwords, which can leave sensitive data
exposed and vulnerable.
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* If authentication and session management are not properly implemented in a web
application, 1t will leave it vulnerable to attack. Attackers can steal data due to:

* Unsecured connections (not using SSL)
* Predictable log-1n credentials
* Not storing credentials 1n an encrypted form

* Improper application log-out

https://www.business2community.com/cybersecurity/9-ways-
hackers-exploit-asp-net-and-how-to-prevent-them-02353604



CHANDIGARH
UNIVERSITY

9. Un-validated Redirects and Forwards

* In all web applications, we redirect from one fpage to another. It’s also common to

redirect to another ap&olicaﬁon entirely. But if we don’t validate those redirects, it
can cause unvalidated redirects and the risk of a forwards attack. This attack 1s
mostly used to phish the user for valuable credentials or install malicious malware.

For example:

Original URL: —http://localhost:7426/Account/Login
Crafter URL by Attacker: —?return URL=https://www.google.co.in

In this attack, the user gets an email from the attacker containing a tempting offer
on an online shop, such as http://demo.com. However, upon closer inspection, we
can see that the URL actually contains a

redirect: http://demo.com/Login/Login?url=http://mailicious.com. If the user
enters their valid credentials they’ll be redirected back to the shopping website and
won’t suspect anything 1s wrong, but their details will have been stolen in an
1nstant.
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* Input validation

|dentifying the validation needs for type, length, format or range of input data avoids
hacker discovering the vulnerability in your application. An attacker can compromise your
application if any such vulnerability is identified. It is a must to validate the input before
processing it by your application. So, how do you know that your application is safe
enough? You just need to answer whether your application trusts the input blindly. If the
answer is yes, may be your application is susceptible for following threats.

e Buffer Overflow

* Cross-site scripting
* SQL injection

* Canonicalization

https://www.c-sharpcorner.com/article/securing-your-Asp-Net-
web-applications/
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* Why PHP Security Matters

* The massive PHP install base and an active development community
drew security researchers and malicious actors looking for systems
to exploit. And indeed, as recent research demonstrates, many PHP
applications suffer from vulnerabilities due to bad design and
lackluster understanding of basic security practices required to secure
a web application.

https://spectralops.io/blog/top-7-php-security-issues-and-

. . . 12
vulnerabilities/


https://www.i-programmer.info/news/149-security/14270-veracode-reveals-language-flaws.html
https://vuldb.com/?product.php
https://spectralops.io/resources/the-devops-guide-to-vulnerability-management-tools-in-2021/

W8 PHP Security Issues And Vulnerabilities & How To

721 Avoid Them

* 1. SQL Injection

e SQL is a language used to interact with databases to store and retrieve
information. For example, when you fill a website signup form, the web server

reads the data. The web server may relay the request to a backend database to
retrieve specific information.

e SQL injection works by fooling the server-side code into pushing an unsanitized
SQL command to the database. Such an SQL query can return information that
the original web application developer did not intend to expose. The exposed
information can include the entire content of the database, private information,
passwords, etc.

* Preventing SQL injections is relatively simple. It requires that your code use
parameterized queries and prepared statements instead of plain-text
gueries with no input sanitation.



https://www.tabnine.com/blog/how-to-set-up-postgresql-to-work-with-java/
https://www.php.net/manual/en/pdo.prepared-statements.php
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* Cross-site scripting takes place when a malicious actor plants a script within your website
to execute code from a remote site when a user visits your website.

 To eliminate XSS as a threat requires sanitizing every input your web application
accepts. Sanitation is not limited to stored data but also output data such as a search
result URL printing the URLs content unsanitized in a web page’s body section, allowing a
hacker to craft a unique link that initiates an XSS attack when clicked.

3. Cross-Site request forgery works through social engineering and phishing tactics to
exploit that you are already logged in and authenticated with a secure website. A CSRF
attack tries to convince you to open a specially crafted link that can invisibly steal session

information and automatically send legitimate-looking commands to the server on your
behalf.

* The recommended approach to blocking CSRF attempts is to use authentication tokens
that get validated on sensitive operations. A new token is generated on each login and
saved in a local cookie, making it very difficult for hackers to perform an unauthorized
action on your web application without having prior access to the token.



https://en.wikipedia.org/wiki/Cross-site_scripting
https://owasp.org/www-community/attacks/csrf
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izl 4. Authentication Bypass

* Authentication bypass stems from developer error where an app does
not validate a user’s credentials correctly and inadvertently gives the
user elevated access.

5. PHP Object Injection

* PHP  Object Injection exploits the fact that calling
the unserialize() function with unsanitized user input can be used to
inject PHP objects into memory. Such objects can be triggered in an
application that implements a PHP magic method such
as __wakeup or __ destruct in one of its classes.



https://owasp.org/www-community/vulnerabilities/PHP_Object_Injection
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* Whenever you login, the website creates a ‘session’ to maintain your
logged-in status without repeatedly requesting authentication on every
subsequent action. An XSS or CSRF attack can allow a hacker to copy
current session information and use your web application, bypassing the
login requirement or any other form of authentication.

7. Stream Injection Attacks (Local/Remote File Inclusion)

e Stream injection attacks abuse the ability of websites to accept uploaded
content such as documents and images. Using remote file inclusion, a
hacker tries to fool your PHP code into accepting a URL on another site as
valid input. This action can then be used to execute malicious code. Local
file inclusion can be used to get a web application to return the content of
a local file.


https://spectralops.io/blog/top-5-identity-and-access-management-best-practices-for-devsecops/
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